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Background: Quantum Key Distribution (QKD) has
become the standard for secure communication. 50y g
However, it requires complex infrastructure and 201 1\ 40°
significant resources, limiting its practical : — 60°
implementation. §30_ A —— 80°
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Objective: Introduce and validate a novel 0.
polarization-multiplexed Quantum Keyless Private O
Communication (QKPC) protocol that can achieve 10
information-theoretic security with simpler setups, in
high noise regimes, particularly suitable for free- 0 | | , -
space space-based applications [1, 2]. 2 4 o 6 8 10
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Eve: Can discriminate the states optimally diferente values of A and y using OOK diferente values of A and y using the polarization
(Helstrom Bound). Modeled by a symmetric implementation. implementation.
binary channel with mutual information, I.. \ /
Bob: Uses practical detection schemes. = davliaht " icati
Modeled by an asymmetric binary channel with rec-space daylignt quantum communicCation
mutual information, I;. .
Quantum Bit Error Rate (QBER): Given by 0.6
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15 Channel e function of the photon noise, A, for y = 0.1, for during daylight, illustrating the QKPC security
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« QKPC is promising for free-space quantum communication applications, including space-

« The use of polarization encoding improves the resilience, enabling daylight operation of

Figure 1: A portable setup capable of implementing both QKPC
implementations of the QKPC protocol. PBS: polarizing beam

splitter. EOPM: electro-optic polarization modulator. PA: passive
attenuator. SPD: single photon detector. A4 : quarter-waveplate.
A2 : half-waveplate. The black arrows are electrical connections.

It enables quantum secure high rate data transfer with moderate experimental

requirements, making quantum communication more practical.
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